Staff and Provider Permissions

07/24/2024 9:21 pm EDT

DrChrono has a variety of permissions that can grant or restrict access to different areas of the system.

Permissions can be found under Account > Staff Permissions > Permissions tab.

Permissions Administration [E3

Providers Staff Roles

Name

Create and Update Patients
Access Scheduling
Appointment Provider Selection
Use iPad EHR

Access to Message Center
Create and Update Contacts
Access Clinical Notes
Sign/Lock Clinical Notes
Drug Interactions Check
Access to eRx

Access Billing

Permissions

Permission Grid

Description

Allow the user to create and update patient information

Allow the user to view, add, and edit patient appointments and other scheduling features

Allow the user to schedule appointments for all providers in the practice group

Allow the user to access the iPad EHR system

Allow the user to access the message center

Allow the user to create, update, and remove contacts

Allow the user to view and interact with the clinical notes components

Allow the user to sign and lock clinical notes

Allow the user to perform drug interaction checks

Allow access to eRx screens

Allow the user to view and interact with the billing system

This article describes the permissions. Click on a permission in the table below to jump to that specific permission.

Create and Update
Patients

Access Scheduling

Appointment Provider
Selection

Use iPad EHR

Access to Message
Center

Create and Update
Contacts

Access Clinical Notes

Sign/Lock Clinical
Notes

IArchived Signed
Consent Forms

Drug Interactions
Check

IAccess to eRx

Access Billing

Access Patient
Payments

IAccess Patient
IAnalytics

Provider Dropdown

\View Practice Group

Share Patients

IAccess Reports

Settings

Export Patients

Manage Permissions

Manage Templates

Manage Accounts

Show Patient Balance

Show Billing Tab

Show Billing Summary

Add new referring

IAccess Institutional

IAccess All Messages

Billing Administrator

sources Billing for Practice Group
Access Access Patient Break the Glass
Emergency Access EHI Export .
Balance/Ledger Statements Review
SAML SSO Admin .. |lePS Enrollment (Read Disable Send to All
ePS Enrollment (Edit) Manage Form Tags . .
Dashboard Only) Patients Option

In most cases, when permission is not enabled for a user, they will receive a Permission Denied message when

trying to access something they do not have permission to interact with.
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Permission Denied

You don't have permission to view this page.

Create and Update Patients

'When Enabled

'When Disabled

Allows users to create patients and grant access to
patient charts. Without this permission, users will not be
able to access ANY patient charts or add patients in the
appointment window.

/A user that does not have this permission will not see the
add new patient, edit patient or send OnPatient invite
icons (

+ se

) in the appointment window.

'While the New Patient check box is visible, if a user,
without this permission enabled, tries to add a patient,
they will receive an error message. They will also receive
a permission denied message if they try to click on a
patient's name in the message center, nor will they be
able to attach documents to a patient chart.

With create and update patients permission enabled

Schedule Appointment
Appointment

Type ®Appointment  OVideoVisit (O Break  [Walk-in () Transition of Care () New Patient () Referral

Provider | Brendan Wiberton -

Patient || + s <—o«m: Primary Office v+ s
Reason: Profile: v
Eiigibiity v
Profile:
Scheduled: 042772021 | Tme 12:40PM | & Exam: | Exam 1 v
Duration: (30 | minutes () Alow overapping Colon
Notes: Status: v
Consent | HIPAA Data Usa Agraement (defaut)
Forms:

* No Show Policy (defauly
View All Appointments

O Recurring Appointment
) Arrange a Follow-up Reminder
O View Active Reminders:

Access Scheduling

Without create and update patients permission enabled

Schedule Appointment

Appointment

Type @Appointment  OVideoVisit O Break  OWalkin () Transitionof Care  O)New Patient  (J Referral
Provider | Brendan Wilberton v
Patient 4— Office: | Primary Office v+
Reason: Profile: v
4 Eligibilty | - v
Profile:
Scheduled: | 0426/2021  |Time|11:00AM | & Exam: | Exam1 v
Duration; |30 | minutes () Alow overapping Color:
Notes: Status v
Consent | [ HIPAA Data Usa Agreement (default  View Clinical Note
Forms: | [« No Show Policy (default
View All Appointments
(0 Recurring Appointment
() Arange a Follow-up Reminder
(0] View Active Reminders:

COEIEDED -

|\Nhen Enabled

|When Disabled




IAllows users to access the schedule as well as view and
schedule appointments.

If this permission is disabled for a user, they will not be
able to see or access any appointments for the patient.

Note: Staff accounts will need to land on the Dashboard
screen when they log in. Otherwise, the user will not be
able to access DrChrono after logging in because they
are unable to access the schedule.

To set this up, navigate to Account > Account Settings >
General tab and make sure the Use new dashboard
home screen is checked.

Appointment Provider Selection

'When Enabled

'When Disabled

IAllows users to schedule for all providers in the practice
group.

If this permission is disabled, the user will ONLY be able
to schedule for the Primary Provider listed on their staff

account settings.

With Appointment Provider Selection permission enabled

Schedule Appointment
Appointment  Biling  Eigibilty  Vitals. Growthcharts  Flags  LogComm.  Revisons  CustomData MU Helper
Type @ Appointment () VideoVisit  (JWalkin  (JTransition of Care (] Referral
WARNING: This patient is Patient
66 past e g aged 40-74

James Smith

[l - Brendan Wilbarton ;

Patient | Jenny (Jen) Harris - 02/11/1980 | + # © Office: | Primary Office [FI[7
Reason: Profile: | ----ee- v
Scheduled: | 04/27/2021 Time | 01:30PM | & Exam: | Exam1 v

Duration: (30 | minutes [ Alow overlapping (o

Notes: Status: ~

2 Oh2m
e [P
Forms:

x No Show Policy (default)
View Al Appointments

Recuning Appointment A scheduled appointment cannot be converted to a recurrng series.
() Arrange a Follaw-up Reminder
0] View Active Reminders:

Use iPad EHR

Without Appointment Provider Selection permission enabled

Schedule Appointment

Appointment  Biling  Eigibilty  Vitais Growthcharts  Flags  LogComm.  Revisions  CustomData MU Heiper

Type ®Appointment  ()VideoVisit  (JWalk-n  (JTransition of Gare (] Referral

WARNING: This patient is

6 cos: 1 for all women aged 40-74
Patient | Jenny Jen) Harns - 02111/1980+ | + | # | @ Office: | Primary Office M
Reason: Profile: | - v
Scheduled: | 04/27/2021 Time 01:30PM | % Exam: | Exam1 v
Duration: | 30 minutes [ Alow overilapping Color:
Notes: Status: v
on1m
Consent | [ HIPAA Data Use Agreement (defaut) ( View Giinical Note

Foms: | [ No Show Policy (defau)
‘View Al Appointments

Recurring A
) Aange a Follow-up Reminder
) View Active Reminders:

camot

[Osie | Sav Cose

B cancel

Edit Office Staff

Firstname | Nick =]

Last namo
o Primary Provider

Email address.

Riviera

Brendan Wilberton v

Username | hidmick
Home phone | () -

Cellphone | (555)555-6425

Send daily biling report? ()
iPad unlock code 7206

Restrict offices? ()

Use new dashboard?

'When Enabled

'When Disabled

Allows users to log in and use the EHR App for iPhone
and iPad.

\Without this permission enabled, users will receive an
error message when attempting to log in to the app.




Error
User does not have access to iPad.

OK

Access to Message Center

'When Enabled 'When Disabled
If this permission is disabled for the user, they will not be
Grants the user access to the Message Center ( able to access the Message Center (
. - . . . e, . D
) along with faxing/messaging capabilities from the ) or complete any of the tasks mentioned in the Enabled
patient chart and clinical note, allowing them to: description while in the message and/or the patient's
e view messages chart.

e faxdocuments
e sendreferrals

Schedule  Clinical  Patients  Reports  Biling  Account  Help

X

0w |0 +|© +Een | Oossy | Sreren | &puntsms W wsmmean » -
Su Mo Tu We Th Fr Sa Sun 7/19 x Mon 7/20 x Tue 7/21 x Wed 7/22 x Thu 7/23 x Fri 7/24 x Sat 7/25 x
28 29 30 1|2 3 4
5|6 (7 (8]9]10]11

9:00am 9:00 - 10:00 am BWJ 9:00 - 9:30 am BW J§ 9:00 - 9:45 am BW J§ 9:00 - 10:15 am BW

Create and Update Contacts
|When Enabled |When Disabled ‘




Allows the user to add contacts to the account in the
Message Center (

) > Contacts and the Create New Contact option when
sending a referral.

To: ‘ is |
Em aJ_ Create New Contact |

Phone

Fax

Direct Email Address

Users will not be able to access the Contacts section in
the account and will receive a Permission Denied error
message. The user is also unable to add contacts when
sending a referral through the Create New Contact
option. The window to enter contact information will not
open for the user.

Schedule Clinical Patients Reports Billing Account Help % X

Search

© Incoming Messages Fax number: +1 (301) 850-2018
< Incoming Messages
* Starred
Mark as Read Mark as Unread Show Archived NEXT > Search Messages Q
iZ All Messages
FAX © (m] From Title Associated patient | Assignedto  Assigned by  Workflow Created ¥ Updated
< Incoming Fax 2] O | & | drchrono Generated PDF: Dec. 7, 2020, 11:07 | Dec. 7, 2020, 11:07
) patient_statements_12_07_20.pdf am. am.
€ Outgoing Fax
—— Sample Doctor, MD ) Dec. 1,2020,3:55 | Dec. 1, 2020, 3:55
BRESULTS = O % | sores02018) 8 |Incoming Fax pm. p.m.
A Lab Results olw Sample Doctor, MD N — Dec. 1,2020,3:23 | Dec. 1, 2020, 3:23
ERX © (3018502018) J p.m. p.m.
& eRx Requests H J. Nov. 4, 2020, 12:59 | Nov. 4, 2020, 12:59
o O | ¥ | Homer J. Simpson ®  Online Appointment omer ov- 4, 2020, ov- 4, 2020,
s ° Simpson p.m. p.m.
€ Outbound Referrals . . . Homer J. Nov. 4, 2020, 12:57  Nov. 4, 2020, 12:57
¢ | Homer J. Simpson @ | Online Appointment
[m] e Ine Appol Simpson [P p.m-
& Contacts ‘—
e o
Access Clinical Notes
o
'When Enabled 'When Disabled

IAllows the user to access and view clinical notes in
\various areas of DrChrono.

Users will receive a Permission Denied message when
trying to view clinical notes in:
e The appointment window (both on the schedule
and in the patient's chart)
e Clinical > Clinical Notes
e Live Claims Feed




Scheduled Time Provider Reason
Tue Apr 27, 2021 1:30p.m. 3/':;:::"
Patients Reports
FORM TOOLS

Form Builder

Library

Archive

Form Reorder

Complete Note Format

onpatient Forms

Macro Buttons

Document Management
CLINICAL

Clinical Notes

Audit Log

CDS Rules

Inventory Management

Patient Education Management

Sign/Lock Clinical Notes

Notes Office

Primary

Exam 1
Office

Jenny (Jen) Harris — 04/27/2021

Primary Office [11] — Exam 1
© Billing Status v
ICD Version ICD-10 v
PtPayment ¢ o
Payment Profile | Cash v
Pt Payment Due
Schedule Appointment
Appointment Billing Eligibility Vitals

Type @ Appointment () Video Visit

WARNING: This patient is pre-populated sample data.

Primary Insurance: UnitedHealthcare [87726]

Provider Brendan Wilberton v
Patient | Michelle Harris - 10/14/1999
Reason:
Scheduled: | 03/31/2021 Time | 12:20PM
Duration: | 30 minutes (] Allow overlapping
Notes:
Consent
Forms:

View Service

s Exam:

Exam Room Appointment Status Billing Status # Reminders Profile Actions

0 # Edit Appointment NESIINGEN ~

+EOB i SuperBill = ¢ Clinical Note

Copay: $20.00 +

Growthcharts Flags Log Comm. Revisions Custom Data MU Helper

[walk-in (] Transition of Care ] Referral

Patient Statement Balance: $350.00 Generate Statement  Balance: $350.00 11 past appointments

rd

a

Office: Primary Office v+ &
Profile:

Eligibility
Profile:

Exam 1 b4
Color:

Status: N
Oh 1m

( View Clinical Note

View All Appointments

Recurring Appointment A scheduled appointment cannot be converted to a recurring series.

[ Arrange a Follow-up Reminder
{J view Active Reminders:

Save & Close | Save |RSLY

'When Enabled

'When Disabled

note, not the user's.

IAllows the user to sign and lock clinical notes. The Sign &
Lock button will appear when the note is previewed.
Note: If Sign/Lock Clinical Notes is enabled for a staff
user, they are able to sign and lock clinical notes.
However, ONLY the provider's name will appear on the

The user will not have a Sign & Lock button available to
them when they preview a note.

With Sign/Lock Clinical Notes Permission Enabled

Without Sign/Lock Clinical Notes Permission Enabled

+ Amendments Revisions View Fax Sign&lock Edit Sections Print sections

Archived Signed Consent Forms

<+ Amendments Revisions View Fax Edit Sections Print sections

'When Enabled

'When Disabled

IAllows access to the user to archive signed consent
forms.

IArchiving Signed Consent Forms

The user will not be able to archive signed consent forms.
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With Archive Signed Consent Forms Enabled

-+ new patont o
| LaurioT Samplo (Fense 22 yews s 00 snvoron
Demographics i Phono: (650555 6555 Emai: campiodsame com Date Addod: . 4,2022
Adaress: s Last Scheculed Appt: T Ao 13,2023
Aopoinments Sunyvae, CA 4089 NoxtSchedued Apps Thu Aor 20, 2023

cos:

Ginical Dashboard

& onpatient access enabled
Primary Provider: Dr. James Smith

Elgaiy
NewReferal | Fax Demographics & PrintDemographics

[ O
Tasks o
e
=
i O S
Alergy Lst ()
Drug Interactions. -]

cams
Archived Signed Consent Forms
Intake Data

Lab Ordors

Drug Interactions Check

Laurie T. Sample (Female |32 years old | Dec. 8, 1980) | »

Phone: (650) 555-5555
Address: 123 Fake St
Sunnyvale , CA 94089

Email: sample@fake.com Date Added: Jan. 4,2022

Last Scheduled Appt: Fr Jul 21,2023

Without Archive Signed Consent Forms Enabled
Next Scheduled Appt: Fri Jul 28, 2023

E

I ) New Referral

Upload images, scanned paper documents, or PDFs downloaded from other electronic medical records.

Fax Demographics | & Print Demographics

Uploaded Documents  Locked Clinical Notes ~ Signed Consent Forms  Outbound Referrals  Lab Results  Amendments @

Signed Consent Forms
Gansent Form Oate of Appointment
15,2023 100

Date of Signature
Jun 15,2023 7:51 AM

Actions.

HIPAA Data Use Agroament Fax Consent Form | Fax Signature | € Send to onpatient

No Show Policy 15,2023 1:00 PM Jun 15,2023 751 AM Fax Consent Form || Fax Signature | © Send to onpationt

SAJAD00001

Applo Health App Data JIC AVl + Schedulo New Appointment

'When Enabled

'When Disabled

IAllows access to the Drug Interactions section in the
patient's chart or clinical note.

N/A

Tasks 9
Problem List @ Risk  Severity Drug 1
Medication List (0]

0 =
Send eRx

(c | oxymetazoline nasal
Allergy List (4]

(C ] prochlorperazine
Drug Interactions 0

(<] LoRazeparm
CQMs

[ ¢ Il Moderate prochlorperazine
Intake Data

[ c [ winor | phentermine
Lab Orders B m LORazepam

Immunizations

Drug-Drug Interactions and Drug-Allergy Interactions

Drug 2 Interaction Summary
Patient Allergy
Aspirin may enhance the ic effect of i ti
celecoxib Lo y

Agents (COX-2 Selective).

Sympathomimetics may enhance the adverse/toxic effect of other

hentermine
P Sympathomimetics.

phentermine Antipsychotic Agents may diminish the stimulatory effect of Amphetamines.

prochlorperazine CNS Depressants may enhance the adverse/toxic effect of other CNS Depressants.

Anticholinergic Agents may enhance the adverse/toxic effect of other Anticholinergic

cetirizine
Agents.
cetirizine Amphetamines may diminish the sedative effect of Antihistamines.
Progestins (Contraceptive) may decrease the serum concentration of
levonorgestrel gestins (G LEL) yn "
Y

C: Monitor therapy [l D: Consider therapy medification il X: Avoid combination

Access to eRx

more

more

more

more

more

more

more

'When Enabled

'When Disabled

IAllows access to the Send eRx function in the patient's
chart. Grants the ability to prescribe medications.

to send prescriptions. However, ONLY the provider's
name will appear on the prescription, not the user's.

This setting also provides access to the eRx Settings
under the account menu.

Note: If Send eRx is enabled for a staff user, they are able

/Access to the Send eRx and eRx Settings feature is
restricted, and a Permission Denied message will be
displayed.




Account Marketplacg

| ACCOUNT SETTINGS
User Settings

Provider Settings
onpatient Settings
Account Setup

Custom Fields

Copy Dashboard (Beta)
API

App Directory

| PRACTICE SETTINGS
Offices
Facilities
Staff Members

Staff Permissions

Access Billing

'When Enabled 'When Disabled

Allows access to billing information Billing menu. /Access to the Billing menu will result in error messages,
and the options will not load. Users can still enter codes
under the Billing tab in the appointment window and
clinical notes.

Account Help

Something is broken: unknown error x

BILLING CODING
Billing Summary Code Search (403)
Live Claims Feed New Custom Procedure
Patient Payments (Beta) Custom Procedures Unable to retrieve response for the
Day Sheet ENROLLMENTS request
Transactions Bulk Edit Payer IDs

Remittance Reports
Unmatched ERAs

Insurance Setup

Payer Search
Accounts Receivable

Patient Statements Day Sheet
Product/Procedure
Patient Balance Ledger Transactions

Fee Schedule

Underpaid Items Remittance Reports

Adjustment Master
Unmatched ERAs

Sales Tax

Billing Lo ,
g Log Accounts Receivable

Access Patient Payments

|When Enabled |When Disabled




Allows the user to enter and process payments in the
appointment window, patient's chart/patient payments,
the Live Claims Feed, and the EHR app.

/Access to Patient Payments is denied when both Access
Billing and Access Patient Payments are BOTH disabled.
Users will receive a Permission Denied message or an
error that states Cash Create Modal Component is
Broken (see below).

Access Billing @

Access Patient Payments @

iedule Appointment

L IR DrChrono

@ drbrendan.drchrono.com,

ppointment Billing Eligibility Vitals Growthcharts Flags Log Comm. Revisions Custom Data
Cash Create Modal Componentis  x
J Institutional Claim Patient SuperBill | Clinical Note  Billing [ [JEIGLC]
@ Billing Status v HCFA Box 10 - Is patient's condition related to:
ICD Version | IGD-10 v Employment | No ~
Patient Payment | $ | 1.00 + Auto Accident | No v
t | Receipt~ Other Accident | No ~
Pre Authorization Approval 4
Onset of Current Symptom
Referral # EiiEAEES ymp E |
Payment Profils | Gash v Cesithie |
- Other Date Type -
Billing Profile v+ Other Date Type yp
Billing Pick List  Choose Godes from Pick List Other Date
Diagnasis Pick List ~Choose Codes from Pt Problems
[eEITEIC =Pl Process Credit Card
D-10 Codes Find Diagnosis codes CPT Codes Find CPTR
Code Description Code Description |
P_G MPAdae tn Camiart Cind Mimmranin Andnn HADAR Padac Cinnt LFDA
. .
Access Patient Analytics
'When Enabled 'When Disabled

Allows the user to access the Patient Report under the

Reports menu.

/Access to the Patient Report under the Reports menu is

restricted and a permission denied message is displayed.

Reports Billing Account

Permission Denied

PRACTICE REPORTS
Reminder Report User Report

Outgoing Prescriptions
Productivity Report

Patient Insurance Authorization

Account

leports

Billing

Help

Patient Report

Patient Demographics

. Reminder Report
Appointment Report e -
Telehealth Report Outgoing Prescription o
Patient Report Patient Insurance —
Communication Log Report
Appointment Report Sex v
Medication Report
Telehealth Report Race
Problem Report
Provider Dropdown
'When Enabled 'When Disabled

IAllows the user access to multiple providers in a practice
group. The user can easily navigate between provider
accounts with this permission enabled.

If this permission is disabled, the user will ONLY be able
to access information for the Primary Provider listed on
their staff account settings.




With Provider Dropdown Permission Enabled

& James Smith ~

Nick Riviera (hidrnick) ()

James Smith
Brendan Wilberton
Practice Group: Springfield General Practice

View Practice Group

Without Provider Dropdown Permission Enabled

& James Smith ~  Nick Riviera (hidrmick)

James Smith
Practice Group: Springfield General Practice

Edit Office Staff
First name | Nick 1=]
Last name | Riviera
sl Primary Provider | James Smith v
Email address
Username | hidrnick
Home phone
Cell phone (555) 555-6425

Send dally billing report?  [J
iPad unlock code | 7206

Restrict offices?

(]

Use new dashboard?

[ Save staff account

'When Enabled

'When Disabled

The practice group dropdown allows you to view the
collective information of the practice when the Practice
Group option is selected. For more information on the
practice group dropdown, see our article.

If this permission is disabled, you will only be able to see
the information for the individual providers you have
access to.

With View Practice Group Permission Enabled

& Brendan Wilberton ~  Nick Riviera (hidrnick) &
l James Smith

Practice Group: Springfield General Practice

Share Patients

Without View Practice Group Permission Enabled
& Brendan Wilberton ~

Nick Riviera (hidrnick) ()

&44 :_1 +

James Smith
Brendan Wilberton

'When Enabled

'When Disabled

Share patients allows users to view and interact with
patients in the practice group whose primary provider is
different from the primary provider selected on their
staff account settings.

Users can only view and interact with patients whose
provider is the same as the primary provider selected in
their staff account settings.



https://drchronosandbox.knowledgeowl.com/help/360051302071

Edit Office Staff

First name | Nick 2]
Last name | Riviera
—’Primary Provider James Smith v
Email address
Username | hidrnick
Home phone () -
Cell phone (555) 555-6425

Send daily billing report? (]
iPad unlock code |7206

Restrict offices? ([

Use new dashboard?

Save staff account

Access Reports

'When Enabled

'When Disabled

IAllows users to access the Practice Reports under the
Reports menu.

Restricts users from accessing the Practice Reports

displayed.

Account

Billing

PRACTICE REPORTS
Reminder Report

Outgoing Prescriptions
Patient Insurance Authorization
Appointment Report
Telehealth Report

Patient Report
Communication Log Report
Medication Report

Problem Report

Allergy Report

Labs Report

Advanced Report

Settings

|When Enabled

|When Disabled

under the Reports menu. A permission denied message is




Allows access to the Provider Settings and Offices under
Practice Settings under the Account menu in addition to
Patient Flags under the Patients menu.

Note: eRx Settings is controlled by the Access to eRx
permission.

Does not allow users to access Provider Settings and
Offices under Practice Settings under the Account
menu. Restricts access to Patient Flags under the
Patients menu.

Export Patients

'When Enabled

'When Disabled

Allows the user to export patient datain bulk in a CSV or
bulk export C-CDA files under Patients > Patients List.

The user will not have access to the Export (CSV) or the
Export (C-CDA XML) buttons under Patients > Patients

List.

Patients Reports

PATIENT

Patient List

Consent Forms
Patient Flags
Patient Groups
Send Email
Send Referral

With Export Permission Enabled

Manage your existing patients 3

Patient search.. Search

L VNEREENEE  ® Update patient (via C-CDA XML)

Without Export Permission Enabled

Manage your existing patients [

[Patient search... Search

LV CLIETREITL I @ Update patient (via C-CDA XML)

Manage Permissions

/)

Bulk Import QRDA | Import Export (CSV) Export (C-CDAXML) ~

More Filters

PAGE10F6 =

Bulk Import QRDA | Import

More Filters
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'When Enabled

'When Disabled

Allows the user to add or remove permissions to staff or
provider accounts under Account > Staff Permissions.

The user will not have access to Account > Staff
Permissions and will receive a permission denied
message.




Account Marketplace

ACCOUNT SETTINGS
User Settings
Provider Settings
onpatient Settings
Account Setup
Custom Fields
Copy Dashboard (Beta)
API
App Directory

PRACTICE SETTINGS
Offices

Facilities

Staff Members

Manage Templates

'When Enabled 'When Disabled

The user will not have access to any of the Form Tools
Allows the user to access the Form Tools to create and  |3nd will receive a permission denied message.

edit clinical forms under the Clinical menu.

Clinical Patients Reports Billing

FORM TOOLS
Form Builder
Library
Archive
Form Reorder
Complete Note Format
onpatient Forms

Macro Buttons

Manage Accounts
'When Enabled 'When Disabled

The user will not have access to Accounts > Staff
Allows the user access to Account > Staff Members: Members and will receive a permission denied message.

giving the user the ability to create, edit, and inactivate
accounts for staff members.




Account Help

%

PROVIDER SETTINGS

Account Settings
onpatient Settings
Telehealth Settings
Account Setup
Custom Fields

Copy Dashboard (Beta)
API

App Directory

PRACTICE SETTINGS
Offices

Facilities

Staff Members

Staff Permissions

eRx Settings

Show Patient Balance

'When Enabled

'When Disabled

Displays the patient's balance in the appointment
window and provides access to the Balance tab in the
patient's chart.

The patient's balance in the appointment window and the|
Balance tab in the patient's chart will not be visible.

With Show Patient Balance Enabled

Schedule Appointment

Appointment  Biling  Eiigibiity  Vitals Growthcharts ~ [ Flags  LogComm.  Revisions  CustomData MU Helper
Type @Appointment O VideoVistt [ Walk-in [ Tranfltion of Gare ] Referral
WARNING: This patient is sample data. Statement
Provider | Brendan Wilberton v
Patient | Jenny (Jen) Harris - 02/11/1980+ | + | & © Office: | Primary Office MEAIr3
Reason: Proflle: | -----=- v
Important  Demographics  Insurances  Eligibility  Authorizations ~ Smoking Status  Flags ~ Balance  onpatient Payments

v Sufficient patient demographics to bill insurance. | W Agressive

Balarice

Show Billing Tab

Patient Statement Balance: $1503.00 Generate Statement

Without Show Patient Balance Enabled
Schedule Appointment

Appointment  Biling  Eligibllity  Vitals Growthcharts  Flags  LogComm.  Revisions  CustomData MU Helper

Type @ Appointment (O VideoVisit  [JWalk-n () Transttion of Gare (] Referral

WARNING: This patient is pre-populated sample data. | W Agressive:

Provider | Brendan Wilberton v
Patient | Jenny (Jen) Harrs - 02/11/1980 + | + | # | @ Offce: | Primary Offic =7
Reason: Profile: | -—------ v
Scheduled: |04/27/2021  |Time 01:30PM | $ Exam: | Exam1 )
Important  Demographics  Insurances  Eligibllity  Authorizations  Smoking Status  Flags

v Sufficient patient demographics to bill insurance. | M Agressive

'When Enabled

'When Disabled

Allows the user to access the Billing tab in the
Appointment window and Clinical Note.

The user will not see the Billing tab in the Appointment
window or Clinical Note.




With Show Billing Tab Enabled In the Appointment Window . . . .
Without Show Billing Tab Enabled In the Appointment Window

Schedule Appointment Schedule Appointment
Appointment  Biling  Eligbiity  Vitals. Growthcharts  Flags  Log Comm. Revisions  GustomData MU Helper Appointment  Eligiblity  Vitals Growthcharts  Flags ~ LogGComm.  Revisions  CustomData MU Helper
Appointment Billing Eligibility Appointment  Eligibility  Vitals
With Show Billing Tab Enabled In the Clinical Note Without Show Billing Tab Enabled In the Clinical Note

H&P | SOAP = ADDITIONAL
H&P | SOAP  ADDITIONAL | APPS &

onpatient / Check-In
onpatient / Check-In
CC / History of Present lliness

Subjective

Med / Fam / Social History
Objective

Medications & Allergies
Assessment

Review of Systems
Plan

Physical Exam
Medications & Allergies

Assessment

. =

Show Billing Summary

'When Enabled 'When Disabled

The user will not see the Billing Summary report in the
Allows the user to access the Billing Summary reportin  |Billing menu.

the Billing menu.

With Show Billing Summary Permission Enabled Without Show Billing Summary Permission Enabled

Billin Account Help Billing Account Help

BILLING CODING BILLING BUSINESS INTELLIGENCE
Billing Summary Code Search Live Claims Feed Denial Analysis 2.0
Live Claims Feed New Custom Procedure Patient Payments (Beta) Payment Analysis 2.0
Patient Payments (Beta) Custom Procedures Day Sheet CODING

Transactions
Day Sheet ENROLLMENTS Code Search
Transactions Bulk Edit Payer IDs Remittance Reports New Custom Procedure
Remittance Reports Insurance Setup Unmatched ERAs Custom Procedures
Unmatched ERAs Accounts Receivable
Payer Search Sl ENROLLMENTS
Ac ts R bl atient Statements
eeie RacslRas Bulk Edit Payer IDs
Patient Statements Product/Procedure
Insurance Setup
Product/Procedure Patient Balance Ledger
Payer Search
Patient Balance Ledger Fee Schedule
Fee Schedule Underpaid Items
Underpaid ltems Adjustment Master

Adjustment Master Sales Tax
Sales Tax Billing Log
Billing Log

Add new referring sources

'When Enabled 'When Disabled
N/A

Allows the user to add referring/ordering provider
information to a patient's chart.




Referring Doctor

Referring Doctor Search

Will populate fields below

Referring Dr. First Name | Edward
Referring Dr. Middle Name
Referring Dr. Last Name | Jenner
Referring Dr. Suffix
Referring Dr. NPl Number | gg78543210
Referring Dr. Qualifier -- Qualifier -- bl
Referring Dr. Number
Referring Dr. Specialty Primary Care Physician v
Referring Dr. Address | 308 Gibraltar Dr.
Sunnyvale, CA 94089
£
Referring Dr. Email
Referring Dr. Phone (844) 569-8628
Referring Dr. Fax K= K00,
Referring Source
Primary Gare Physician
Referral Number
Access Institutional Billing
'When Enabled 'When Disabled

institutional UBO4 forms.

If your account has Institutional Billing enabled, this
permission allows you to enter information for

The user is unable to enter information for UBO4 forms.
They will still see the switch for Institutional Claims on
the Billing Details screen. However, if they try to activate
the Institutional Claim switch, they will receive an Access
Denied message.

With Access Institutional Billing Permission Enabled

- 04/15/2021

Institutional Claim m
©Biling Status, v
IeDVersion | 1c0-10 v

PtPayment | § o Copay: $20.00 +

Payment Profile | Gasn )
PtPayment Due
Billing Profile | Select Profile v+

Biling PickList  Choose from Pick List
Diagnosis PickList  Choose from Pt Problems.
Referral #

Purchased Serv ’
Provider
Appointment Notes.

Billing Notes )

View Service | +EOB | E3SuperBill | # Ciinical Note | &UBO4 | & UB04 ftext) | & Print Screen

Info | Gond & Oce

Claim Type

Faclity Type
Gare Type

Blling Sequences
Stm Cover Period
Adm Date & Hour
Type of Admission
Paint of Origin
Discharge Hour

Pt Discharge St
Principal Dx Gode
Admitting Dx Code
Reason for Visit
Exter Cause of In]
Remarks

Access All Messages for Practice Group

Value Code  Insurance  Attending

Detauit -
1: Hospital | UBO4box 4
1:Including Medicare | UB04 box &

1 Admit Through Disc | UB04 box 4

From o B0 box 6

. Ho | UBO4box 1213

1:Emergency <] uBosbox 14

< Informaton /A <) UBDa box 15

UB04 box 16

1 Discharge to home or sel | UB0A bos 17
B4 box 67
B4 box 69

XA X8 DXC ¥) UBOSbox70

OXA X8 ](XC_ ¥ UBO4box72

UB04 box 80

Without Access Institutional Billing Permission Enabled

Jenny (Jen) Harris - 04/27/2021

View Service +EOB | E3SuperBill # Clinical Note
Primary Offce [11] - Exam 1

Institutional Claim O Ny

3

Access to drbrendan.drchrono.com was denied

You don't have authorization to view this page.

HTTP ERROR 403

|When Enabled

|When Disabled




Allows users to view and interact with messages in the
practice group whose primary provider is different from
the primary provider selected on their staff account
settings.

Users can only view and interact with messages whose
provider is the same as the primary provider selected in
their staff account settings.

With Access All Messages for Practice Group Permission Enabled

© & samessoin -

Without Access All Messages for Practice Group Permission Enabled

Edit Office Staff
Lastname  Riviera
e Primary Providor | James Sin 7
Email address
Cell phone (555) 555-8425
Send daily billing report? [
Use new dashboard?
Billing Administrator
'When Enabled 'When Disabled

IAllows the user to delete patient payments and
unallocate line item payments in the Patient Payments
section by selecting the lock icon (

a

IAdditionally, the Billing Administrator permission allows
the user to access Square setup and settings under
IAccount > Account Settings > Patient Payments.

'The user will not have the ability to delete payments or
unallocate line item payments. The lock icon (

a
) will not appear on their screen when they are in the
Patient Payments menu.

Users will be unable to complete any Square functions
under Account > Account Settings > Patient Payments.
They will receive an error message.

You cannot do Square operations in  x
place of of this provider. You must
be the owner of the account or the

provider's staff member.



https://drchronosandbox.knowledgeowl.com/help/360001122843
https://drchronosandbox.knowledgeowl.com/help/360039727072

With Billing Administrator Permission Enabled

Patient Payments Payments  Line Items

Logs  Statements  Balance

Without Billing Administrator Permission Enabled

Patient Payments = Payments  Lineltems  Logs  Statements  Balance
Jenny (Jen) Harris
Test Cam
From To Filter by Range: | § L] Provider: All ~
From To Filter by Range: | § - [s Provider: Al
@, Simple:On | Condensed: On
Simple: On Condensed: On
Total Paid Allocated Payment (Paid to Appt) Unallocated Payment
Jenny (Jen) Harris $81.00 $81.00 $0.00
Total Paid Allocate
a Test Cam $1.00
|
BILLING Billing Summary
Live Claims Feed T
St
Day Sheet
Day Sheet
Transactions
Transactions
Remittance Reports
Remittance Reports
Unmatched ERAs
Accounts Receivable
Access Balance/Ledger
'When Enabled 'When Disabled
IAllows the user to access the Patient Balance Ledger N/A
report under the Billing menu.
Billing Account Help
BILLING BUSINESS INTELLIGENCE
Billing Summary Denial Analysis 2.0
Live Claims Feed Payment Analysis 2.0
Patient Payments (Beta) GODING
Day Sheet Code Search
Transactions New Custom Procedure
Remittance Reports Custom Procedures
Unmatched ERAs
Ae ts Receivabl ENROLLMENTS
counts Recelvable Bulk Edit Payer IDs
Patient Statements
Insurance Setup
Product/Proced
roduct/Procedure Payer Search
Patient Balance Ledger
Fee Schedule
Underpaid ltems
Adjustment Master
Sales Tax
Billing Log
Access Patient Statements
'When Enabled 'When Disabled

IAllows the user to access the Patient Statements section [N/A
under the Billing menu.




Billing Account Help

BILLING BUSINESS INTELLIGENCE
Billing Summary Denial Analysis 2.0
Live Claims Feed Payment Analysis 2.0
Patient Payments (Beta) CODING
Day Sheet Code Search
Transactions New Custom Procedure

Remittance Reports

Unmatched ERAs

Custom Procedures

Ao R ENROLLMENTS
counts Receivable
Bulk Edit Payer IDs

Patient Statements
Insurance Setup

Product/Procedure
Payer Search
Patient Balance Ledger
Fee Schedule
Underpaid ltems
Adjustment Master
Sales Tax

Billing Log

Emergency Access

'When Enabled 'When Disabled

The user would not be able to request emergency access.
Allow the user to temporarily request emergency access |permission denied.

to Create and Update Patients, Access Scheduling, and
IAccess Clinical Notes system permissions.

Log in to your EHR

username ’

ssssssssssns

Forgot password?

I Emergency Access I

Break the Glass Review

*Please note this permission is part of a larger feature enhancement that is not yet available to users. We will
have more information in the future about how to use this permission and best practices once it's made
available.

|When Enabled lWhen Disabled




Allows the user to review and approve Break the Glass
Requests.

The user would not be able to view or approve Break the
Glass Requests.

"EHR Break the Glass" refers to a security feature implemented in Electronic Health Record (EHR) systems. This feature is

designed to protect sensitive patient information by requiring additional authentication steps before access is granted to
certain highly confidential or restricted parts of a patient's medical records. The term "break the glass" metaphorically
represents an emergency situation, similar to breaking the glass to access a fire extinguisher in case of fire. In the context of
EHR systems, it means that a user (usually a healthcare provider) must take extra, deliberate actions to access the
information, acknowledging the sensitivity and agreeing to the terms of accessing such data.

SAML SSO Admin Dashboard

'When Enabled

'When Disabled

IAllows the user to view the SAML SSO Dashboard to
review and approve SSO Requests.

The user would not be able to view the SAML SSO
Dashboard to review and approve SSO requests.

ePS Enrollment (Edit)

'When Enabled

'When Disabled

'The user can access Billing > Enrollment to see, modify,
submit, and/or delete EDI, ERA, and RTE, requests with
ePS.

The user cannot access Billing > Enrollment to see,
modify, submit, and/or delete EDI, ERA, and RTE
requests with ePS.

ePS Enrollment (Read Only)

'When Enabled

'When Disabled

The user can access Billing > Enrollment to see EDI, ERA,
and RTE requests with ePS and their current status, but
cannot make any changes or updates.

The user cannot access Billing > Enrollment to see EDI,
ERA, and RTE requests with ePS and their current
statuses.




